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Why formal V&V for Robotic 
Systems?

• We are dealing with critical systems whose failure 
can be catastrophic! 

• Formal V&V is one approach, among many available, 
to increase the trust we have in robotic systems 

• Already use in many critical domains (aeronautic, 
nuclear plant, etc) 

• It does not solve “all the problems”, yet it is a step in 
the right direction 

• It can be integrated in existing frameworks
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An illustrating example
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GenoM3, simple example,  
ColorTrack Robot: CT_robot

• CT_robot component (node): 
• has access to an image in ImagePort 
• provides a ColorTrack service to track a 

given color (rgb) in the image with a 
modifiable threshold 

• OpenCV simple primitives to find the x,y 
position of the barycenter of the color in 
the image 

• computes a speed command (vx, wz) to 
keep the x, y position centered in the 
image 

• exports the speed in a CmdPort

4
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CT_robot .gen Requests

Control Task

Clients

Reports
CT_robot
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CT_robot .gen
x, y, width, height,
verbose,
cmd, my_r, my_g, … 
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CT_robot
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CT_robot .gen
x, y, width, height,
verbose,
cmd, my_r, my_g, … 

Requests

Control Task
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Function Services:
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ImagePort
Image
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CT_robot .gen
x, y, width, height,
verbose,
cmd, my_r, my_g, … 

Requests

Control Task

Attribute Services:
SetVerbose,
Set_my_r,…
Function Services:
Stop

Out

In

Clients

Permanent 
Activity

Reports

Execution Task
Track

⏱

pause
10ms

CT_robot

ether

ImagePort
Image
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CT_robot .gen
x, y, width, height,
verbose,
cmd, my_r, my_g, … 

Requests

Control Task

Attribute Services:
SetVerbose,
Set_my_r,…
Function Services:
Stop

Out

In

Clients

Permanent 
Activity

Reports

Execution Task
Track

run

⏱

pause
10ms

CT_robot

Activity Service: 
ColorTrack

<stop>
StopRobot

<start>
GetImageFindCenter

<CompCmd>
ComputeSpeed

<PubCmd>
PublishSpeed

ether

CompCmd

PubCmd

pause::start

ether

pause::start

ether

ether

 Activity Automata: ColorTrack

ether

ImagePort
Image

CmdPort
Twist
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CT_robot .gen
x, y, width, height,
verbose,
cmd, my_r, my_g, … 

Requests

Control Task

Attribute Services:
SetVerbose,
Set_my_r,…
Function Services:
Stop

Out

In

Clients

Reports
CT_robot

ImagePort
Image

CmdPort
Twistx, y, width, height,

verbose,
cmd, my_r, my_g, … 

Requests

Control Task

Attribute Services:
SetVerbose,
Set_my_r,…
Function Services:
Stop

Out

In

Clients

Permanent 
Activity

Reports

Execution Task
Track

run

⏱

pause
10ms

CT_robot

Activity Service: 
ColorTrack

<stop>
StopRobot

<start>
GetImageFindCenter

<CompCmd>
ComputeSpeed

<PubCmd>
PublishSpeed

ether

CompCmd

PubCmd

pause::start

ether

pause::start

ether

ether

 Activity Automata: ColorTrack

ether

ImagePort
Image

CmdPort
Twist

ComputeSpeed
genom_event
ComputeSpeed(int32_t x, int32_t y, int32_t width, int32_t height,
             CT_robot_cmd_s *speed, const genom_context self)
{
  float cibleY = height * 3 / 4;
  float cmd_x_pixel_value= 1.0 / (width / 2);  // max 1 rad/s
  float cmd_y_pixel_value= 2.0 / (height - cibleY);  // max 2 m/s

  speed->wz = - ((x - width/2) * cmd_x_pixel_value);
  speed->vx = - ((y - cibleY) * cmd_y_pixel_value);

  printf("vx: %f,\twz: %f,\txp: %f,\typ: %f\n",
                           speed->vx, speed->wz, cmd_x_pixel_value, cmd_y_pixel_value);

  return CT_robot_PubCmd;
}
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CT_robot

6

CmdPort
Twist

ImagePort
Image

CT_robot
IDS:
  x, y, width, height,
  verbose, cmd,
  my_r, …
Task: 
   track 10ms
Services:
   SetVerbose
   Set_my_r, …
   Stop
   ColorTrack

GenoMPort
Type

Attribute Service
Function Service
Activity Service

x, y, width, height,
verbose,
cmd, my_r, my_g, … 

Requests

Control Task

Attribute Services:
SetVerbose,
Set_my_r,…
Function Services:
Stop

Out

In

Clients

Reports
CT_robot

ImagePort
Image

CmdPort
Twistx, y, width, height,

verbose,
cmd, my_r, my_g, … 

Requests

Control Task

Attribute Services:
SetVerbose,
Set_my_r,…
Function Services:
Stop

Out

In

Clients

Permanent 
Activity

Reports

Execution Task
Track

run

⏱

pause
10ms

CT_robot

Activity Service: 
ColorTrack

<stop>
StopRobot

<start>
GetImageFindCenter

<CompCmd>
ComputeSpeed

<PubCmd>
PublishSpeed

ether

CompCmd

PubCmd

pause::start

ether

pause::start

ether

ether

 Activity Automata: ColorTrack

ether

ImagePort
Image

CmdPort
Twist

ComputeSpeed
genom_event
ComputeSpeed(int32_t x, int32_t y, int32_t width, int32_t height,
             CT_robot_cmd_s *speed, const genom_context self)
{
  float cibleY = height * 3 / 4;
  float cmd_x_pixel_value= 1.0 / (width / 2);  // max 1 rad/s
  float cmd_y_pixel_value= 2.0 / (height - cibleY);  // max 2 m/s

  speed->wz = - ((x - width/2) * cmd_x_pixel_value);
  speed->vx = - ((y - cibleY) * cmd_y_pixel_value);

  printf("vx: %f,\twz: %f,\txp: %f,\typ: %f\n",
                           speed->vx, speed->wz, cmd_x_pixel_value, cmd_y_pixel_value);

  return CT_robot_PubCmd;
}
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Segway RMP 
440

• Fast (up to 8 m/s) 
• GPS  
• Gyro (measures theta/

wz) 
• IMU (angular velocities 

and accelerations) 
• Velodyne LIDAR 
• 2 recent CPUs (but I 

only use one)
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Functional Level

rmp440gps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

port name
type

PotentialField

point 
cloud
pcl

odometry
pose_es

Navigation

target
t3d_pos

POM

pose
pose_es

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
perm

Attribute Service
Function Service
Activity Service

GPS
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

SetParams*, 
StopTrackTargetPort

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

pose_es = or_pose_estimator::state
t3d_pos = or::t3d::pos
rb = or_rigid_body::state
pcl
joystick = or_joystick::state

GenoM Port

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

SafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

IMU

Task: Update
period: 100ms
Services:
Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisition

SetParams*
ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

Segway RMP 
440

• Fast (up to 8 m/s) 
• GPS  
• Gyro (measures theta/

wz) 
• IMU (angular velocities 

and accelerations) 
• Velodyne LIDAR 
• 2 recent CPUs (but I 

only use one)
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Functional components 
specification for Minnie

8

Functional Level

rmp440gps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

port name
type

PotentialField

point 
cloud
pcl

odometry
pose_es

Navigation

target
t3d_pos

POM

pose
pose_es

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
perm

Attribute Service
Function Service
Activity Service

GPS
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

SetParams*, 
StopTrackTargetPort

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

pose_es = or_pose_estimator::state
t3d_pos = or::t3d::pos
rb = or_rigid_body::state
pcl
joystick = or_joystick::state

GenoM Port

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

SafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

IMU

Task: Update
period: 100ms
Services:
Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisition

SetParams*
ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

POM

pose
pose_es

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
perm

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

Navigation

target
t3d_pos

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

PotentialField

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

SetParams*, 
StopTrackTargetPort

SafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

IMU

Task: Update
period: 100ms
Services:
Measure

IMU
pose_es

SetParams*
ConnectDevice
Stop

gps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

GPS
pose_es

get_reference
set_reference
log, log_stop, log_info

rmp440

odometry
pose_es

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

point 
cloud
pcl

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

Task: acquisition  
aperiodic
Services:
StartAcquisition
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GenoM internal
POM

pose
pose_es

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
perm

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

Navigation

target
t3d_pos

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

PotentialField

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

SetParams*, 
StopTrackTargetPort

SafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

gps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

GPS
pose_es

get_reference
set_reference
log, log_stop, log_info

rmp440

odometry
pose_es

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

point 
cloud
pcl

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

Task: acquisition  
aperiodic
Services:
StartAcquisition

run

Ports

stop

Activity Services

Internal Data 
Structure

IDS

Requests

Control Task Attribute
and

Function
Services

Ports

Ports
Out

In

Clients

Ports

Permanent Activities

Reports

Execution Tasks

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

genom_event
codel_s1(port in p1, port out p2, …
         ids in i1, ids out i2, …
         local in l1, local out l2, …)
{ if … {
      while … {
          … 
        } 
    } else { 
      return pause::s1;
    } 
  for ( …, …, …) { … }
  return s2; 
}

C/C++ code

WCET

s1

• A program with I/O 
• control: requests to start services/reports their 
results 

• data: ports in (to import external data) and out (to 
export data) 

• A cyclic event based control task (aperiodic) 
• One or more cyclic execution tasks, periodic or 

aperiodic 
• It provides services (short and long computation) to 

which we will associate  C/C++ code 
• in the control task: attribute and function services 
(short) 

• and the executions task(s): activity services (long) 
• services share a common Internal Data Structure for 

the needs of their computation (parameters, computed 
values, internal state variables, etc) 

• activity services define automata to perform their 
processing 

• each step is associated to a codel ( C/C++ code)
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GenoM internal

run

Ports

stop

Activity Services

Internal Data 
Structure

IDS

Requests

Control Task Attribute
and

Function
Services

Ports

Ports
Out

In

Clients

Ports

Permanent Activities

Reports

Execution Tasks

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

genom_event
codel_s1(port in p1, port out p2, …
         ids in i1, ids out i2, …
         local in l1, local out l2, …)
{ if … {
      while … {
          … 
        } 
    } else { 
      return pause::s1;
    } 
  for ( …, …, …) { … }
  return s2; 
}

C/C++ code

WCET

s1

• A program with I/O 
• control: requests to start services/reports their 
results 

• data: ports in (to import external data) and out (to 
export data) 

• A cyclic event based control task (aperiodic) 
• One or more cyclic execution tasks, periodic or 

aperiodic 
• It provides services (short and long computation) to 

which we will associate  C/C++ code 
• in the control task: attribute and function services 
(short) 

• and the executions task(s): activity services (long) 
• services share a common Internal Data Structure for 

the needs of their computation (parameters, computed 
values, internal state variables, etc) 

• activity services define automata to perform their 
processing 

• each step is associated to a codel ( C/C++ code)
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GenoM internal run

Ports

stop

Activity Services

Internal Data 
Structure

IDS

Requests

Control Task Attribute
and

Function
Services

Ports

Ports
Out

In

Clients

Ports

Permanent Activities

Reports

Execution Tasks

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3
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• A cyclic event based control task (aperiodic) 
• One or more cyclic execution tasks, periodic or 

aperiodic 
• It provides services (short and long computation) to 

which we will associate  C/C++ code 
• in the control task: attribute and function services 
(short) 

• and the executions task(s): activity services (long) 
• services share a common Internal Data Structure for 

the needs of their computation (parameters, computed 
values, internal state variables, etc) 

• activity services define automata to perform their 
processing 

• each step is associated to a codel ( C/C++ code)
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start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

GenoM 
specifications

• IDS 
• Ports (in & out) 
• Execution Tasks 

• (periodic or aperiodic) 
• Services 

• Attribute, function (control task) 
• Activity (execution task) 

• automata 
• and attached codels with 

WCET

10

run

Ports

stop

Activity Services

Internal Data 
Structure

IDS

Requests

Control Task Attribute
and

Function
Services

Ports

Ports
Out

In

Clients

Ports

Permanent Activities

Reports

Execution Tasks

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

genom_event
codel_s1(port in p1, port out p2, …
         ids in i1, ids out i2, …
         local in l1, local out l2, …)
{ if … {
      while … {
          … 
        } 
    } else { 
      return pause::s1;
    } 
  for ( …, …, …) { … }
  return s2; 
}

C/C++ code

WCET

s1
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start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

GenoM 
specifications

• IDS 
• Ports (in & out) 
• Execution Tasks 

• (periodic or aperiodic) 
• Services 

• Attribute, function (control task) 
• Activity (execution task) 

• automata 
• and attached codels with 

WCET

10

run

Ports

stop

Activity Services

Internal Data 
Structure

IDS

Requests

Control Task Attribute
and

Function
Services

Ports

Ports
Out

In

Clients

Ports

Permanent Activities

Reports

Execution Tasks

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

genom_event
codel_s1(port in p1, port out p2, …
         ids in i1, ids out i2, …
         local in l1, local out l2, …)
{ if … {
      while … {
          … 
        } 
    } else { 
      return pause::s1;
    } 
  for ( …, …, …) { … }
  return s2; 
}

C/C++ code

WCET

s1

POM

pose
pose_es

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
perm

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

Navigation

target
t3d_pos

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

PotentialField

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

SetParams*, 
StopTrackTargetPort

SafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

gps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

GPS
pose_es

get_reference
set_reference
log, log_stop, log_info
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Inadditiontotheopen-sourcematerial,somemethodsandtechnologieswillbeillustratedonthe
showcase.Fornow,thefollowingtechnologiesfromtheFranceDesignCenterareconsideredtobe
included:

•HAZOP-UML:themethodologywillbeillustratedononeortwooperationspecification;

•SMOF:monitorswillbesynthetizedfortwosafetyrules;

•MAUVE:animplementationofthesoftwarearchitectureusingtheMAUVEmiddlewarewill
beprovided,alongwithreal-timeanalysisresults;

•Genom:thedesignofthesoftwarearchitectureusingGenomwillbeprovided,alongwith
someanalysisresults;

•AltaRica:thedescriptionofthesafetyassessmentonapartofthefunctionnalarchitecture
willbedescribed.

4RoboticplatformfromONERA
TheplatformusedfortestingthesoftwarearchitectureisaRobotnikSummit-XLownedand
equippedbyONERA(figure1).TherobotisequipedwithaIMU(InertialMeasurementUnit),
aGPSsensor,Hokuyolasersensorsandavideocamera.

Figure1:Summit-XLequipedbyONERA

Theplaformdimensionsareshowninfigure2.

5MaterialHosting
AprojectonGitLabwillbecreatedundertheurlhttps://gitlab.com/osmosisinordertohost
documentationoftheshowcaseaswellasspecificgitprojectsforsources.

2
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modules

Templates

GenoM workflow

template
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template
ros-comm

Component 
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start
codel_start s1

codel_s1
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s2
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ether

end
codel_end

stop
codel_stop
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pause::s1

s3
s3

end

ether
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Activity Automata

s3

• IDS 
• Ports (in & out) 
• Execution Tasks 

• (periodic or aperiodic) 
• Services 

• Attribute, function (control task) 
• Activity (execution task) 

• automata 
• and attached codels with 

WCET

Codels 
.c & .cc

Component 
Codels
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TCL/C++

TCL/C

.gen

C++

C

GenoM

pocolibs Lib

Component 
Specification

ROS Lib

template
pocolibs

C

Component 
Codels

template
ros-comm

Compiler

Codels Lib

Component
pocolibs Server 

Source

Component
ROS Server 

Source

Compiler

Compiler

Linker

Linker

pocolibs 
exec 

Component

ROS
exec

Component

Template ROS and pocolibs

12

code generationInitial Sources
GenoM 

templateLegend:
Final 

executable
Component

Component 
Codels

Component 
Specification

template
pocolibs

template
ros-comm
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ROS implementation

13

run

Ports

stop

Activity Services

Internal Data 
Structure

IDS

Requests

Control Task Attribute
and

Function
Services

Ports

Ports
Out

In

Clients

Ports

Permanent Activities

Reports

Execution Tasks

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

+ internal algorithms written in C++

run

Ports

stop

ROS Actions

Internal Data 
Structure

IDS

ROS CallbackQueue
ROS

Services

ROS 
Topics

Ports
Publish

Subscribe

Clients

ROS 
Topics

pthreads

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

ROS Node

API
ROS Service call
ROS Action send_goal
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How is GenoM helping us for V&V?
➡ After all, we just have to provide some “painful” 

specifications… 
➡ where is the added value? how is this helping us?

14

Codel granularity (better parallelism specification) 
Data access (and sharing) is fully specified (ports, IDS, 
and nothing else) 
Automata specification provides execution sequence 
and time/period management  
Tasks are clearly specified (how many, periodic, 
sporadic) 
Template mechanism…
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Verification & Validation 
with Fiacre

• Formally defined (semantics, compositional)  
• Types  

• Rich set of primitive data types; Strongly typed  
• Processes  

• Parameterized labelled automata 
• Symbolic state transitions; high-level commands  
• Ports for communication and/or synchronization  
• May share variables with other processes  

• Components  
• Hierarchically defined 
• Specify interactions between sub-components  
• Constrain interactions (time, priorities)  
• Control scope of shared variables 

15
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Fiacre process example

16

Sender

mbufabuf
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Fiacre process example
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idle

send

waita
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Sender
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Buffer
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Fiacre 
component 

example 
Alternating Bit Protocol

17
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abuf? n
if n=ssn then 
ssn:= not ssn

minp [0,0]

aout [0,1]

mout [0,1]

ainp [0,2]
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Automatically translated to  
Time Petri Net

Verification with Model 
Checking offline with TINA: 

• temporal properties in 
LTL, 

• … and patterns

18
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H‑FIACRE an extension for Runtime 
Verification, along the HIPPO Engine

19

FIACRE ET H-FIACRE

Think of Fiacre as TPN with 
datatypes (arrays, structs, fifo
queues, …) and components ⇒ it 
generates TTS

Hippo adds operators for 
“runtime” tasks and events ⇒
generates executable code 

http://projects.laas.fr/fiacre/home.php• H-FIACRE is FIACRE plus these “extensions”: 

• external events can be connected to event 
ports with external C/C++ function calls 

• external functions can be called in Fiacre 
task 

• start task(args) (call the task with args),  

• the C/C++ task is executed in its own 
thread 

• sync task value (to wait for the task to 
finish and return a value) 

• HIPPO is an engine able to run the time TTS 
model resulting from a H-FIACRE model
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FIACRE ET H-FIACRE

Think of Fiacre as TPN with 
datatypes (arrays, structs, fifo
queues, …) and components ⇒ it 
generates TTS

Hippo adds operators for 
“runtime” tasks and events ⇒
generates executable code 

http://projects.laas.fr/fiacre/home.php

H-Fiacre behavior in Fiacre

20

H-FIACRE BEHAVIOR IN FIACRE
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H-Fiacre behavior in Fiacre

20

H-FIACRE BEHAVIOR IN FIACRE
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POM

pose
pose_es

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
perm

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

Navigation

target
t3d_pos

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

PotentialField

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

SetParams*, 
StopTrackTargetPortSafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

IMU

Task: Update
period: 100ms
Services:
Measure

IMU
pose_es

SetParams*
ConnectDevice
Stopgps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

GPS
pose_es

get_reference
set_reference
log, log_stop, log_info

rmp440

odometry
pose_es

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

point 
cloud
pcl

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

Task: acquisition  
aperiodic
Services:
StartAcquisition 3IncludedFrenchDCTechnologies

Inadditiontotheopen-sourcematerial,somemethodsandtechnologieswillbeillustratedonthe
showcase.Fornow,thefollowingtechnologiesfromtheFranceDesignCenterareconsideredtobe
included:

•HAZOP-UML:themethodologywillbeillustratedononeortwooperationspecification;

•SMOF:monitorswillbesynthetizedfortwosafetyrules;

•MAUVE:animplementationofthesoftwarearchitectureusingtheMAUVEmiddlewarewill
beprovided,alongwithreal-timeanalysisresults;

•Genom:thedesignofthesoftwarearchitectureusingGenomwillbeprovided,alongwith
someanalysisresults;

•AltaRica:thedescriptionofthesafetyassessmentonapartofthefunctionnalarchitecture
willbedescribed.

4RoboticplatformfromONERA
TheplatformusedfortestingthesoftwarearchitectureisaRobotnikSummit-XLownedand
equippedbyONERA(figure1).TherobotisequipedwithaIMU(InertialMeasurementUnit),
aGPSsensor,Hokuyolasersensorsandavideocamera.

Figure1:Summit-XLequipedbyONERA

Theplaformdimensionsareshowninfigure2.

5MaterialHosting
AprojectonGitLabwillbecreatedundertheurlhttps://gitlab.com/osmosisinordertohost
documentationoftheshowcaseaswellasspecificgitprojectsforsources.

2

ros-comm

modules

pocolibs

modules

Templates

GenoM workflow

template
pocolibs

template
ros-comm

Component 
Specification

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

• IDS 
• Ports (in & out) 
• Execution Tasks 

• (periodic or aperiodic) 
• Services 

• Attribute, function (control task) 
• Activity (execution task) 

• automata 
• and attached codels with 

WCET

Codels 
.c & .cc

Component 
Codels
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POM

pose
pose_es

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
perm

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

Navigation

target
t3d_pos

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

PotentialField

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

SetParams*, 
StopTrackTargetPortSafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

IMU

Task: Update
period: 100ms
Services:
Measure

IMU
pose_es

SetParams*
ConnectDevice
Stopgps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

GPS
pose_es

get_reference
set_reference
log, log_stop, log_info

rmp440

odometry
pose_es

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

point 
cloud
pcl

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

Task: acquisition  
aperiodic
Services:
StartAcquisition 3IncludedFrenchDCTechnologies

Inadditiontotheopen-sourcematerial,somemethodsandtechnologieswillbeillustratedonthe
showcase.Fornow,thefollowingtechnologiesfromtheFranceDesignCenterareconsideredtobe
included:

•HAZOP-UML:themethodologywillbeillustratedononeortwooperationspecification;

•SMOF:monitorswillbesynthetizedfortwosafetyrules;

•MAUVE:animplementationofthesoftwarearchitectureusingtheMAUVEmiddlewarewill
beprovided,alongwithreal-timeanalysisresults;

•Genom:thedesignofthesoftwarearchitectureusingGenomwillbeprovided,alongwith
someanalysisresults;

•AltaRica:thedescriptionofthesafetyassessmentonapartofthefunctionnalarchitecture
willbedescribed.

4RoboticplatformfromONERA
TheplatformusedfortestingthesoftwarearchitectureisaRobotnikSummit-XLownedand
equippedbyONERA(figure1).TherobotisequipedwithaIMU(InertialMeasurementUnit),
aGPSsensor,Hokuyolasersensorsandavideocamera.

Figure1:Summit-XLequipedbyONERA

Theplaformdimensionsareshowninfigure2.

5MaterialHosting
AprojectonGitLabwillbecreatedundertheurlhttps://gitlab.com/osmosisinordertohost
documentationoftheshowcaseaswellasspecificgitprojectsforsources.

2

ros-comm

modules

pocolibs

modules

Templates

GenoM workflow

template
pocolibs

template
ros-comm

Component 
Specification

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

• IDS 
• Ports (in & out) 
• Execution Tasks 

• (periodic or aperiodic) 
• Services 

• Attribute, function (control task) 
• Activity (execution task) 

• automata 
• and attached codels with 

WCET

Codels 
.c & .cc

Component 
Codels

HIPPO 
Engine

HIPPO 
modules

Fiacre 
model

TINA 
model 

checking
template
Fiacre

template
Fiacre
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C

verification toolchain

TCL/C/
Fiacre

.gen

Fiacre

Component 
Specification

template
Fiacre

C

Component 
Codels Compiler Codels Lib

Component Hippo
pocolibs/ros-comm 

Source

Component
Fiacre Verif 

Compiler

Linker
Hippo

pocolibs/
ros-comm 

Component

H-Fiacre

Component
Fiacre Hippo

GenoM

HippoEngine
Lib

frac  -hippo

frac  -tts

C

TTS
Structures

Compiler

-hippo

-tina

TTS

TTS
Model

Verification
reportTina

hippo toolchain

pocolibs/ros-
comm Lib

Codels 
WCET

Fiacre
Comp. 
Client

Fiacre

time

Template FIACRE

22

Component 
Specification

Component 
Codels

template
Fiacre

Online

Offline
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run

Ports

stop

Activity Services

Internal Data 
Structure

IDS

Requests

Control Task Attribute
and

Function
Services

Ports

Ports
Out

In

Clients

Ports

Permanent Activities

Reports

Execution Tasks

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

genom_event
codel_s1(port in p1, port out p2, …
         ids in i1, ids out i2, …
         local in l1, local out l2, …)
{ if … {
      while … {
          … 
        } 
    } else { 
      return pause::s1;
    } 
  for ( …, …, …) { … }
  return s2; 
}

C/C++ code

s1

What is the content of the 
formal specifications

All the algorithms are programmed 
in FIACRE

23

}
WCET
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run

Ports

stop

Activity Services

Internal Data 
Structure

IDS

Requests

Control Task Attribute
and

Function
Services

Ports

Ports
Out

In

Clients

Ports

Permanent Activities

Reports

Execution Tasks

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

genom_event
codel_s1(port in p1, port out p2, …
         ids in i1, ids out i2, …
         local in l1, local out l2, …)
{ if … {
      while … {
          … 
        } 
    } else { 
      return pause::s1;
    } 
  for ( …, …, …) { … }
  return s2; 
}

C/C++ code

s1

What is the content of the 
formal specifications

All the algorithms are programmed 
in FIACRE

23

}
WCET
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run

Ports

stop

Activity Services

Internal Data 
Structure

IDS

Requests

Control Task Attribute
and

Function
Services

Ports

Ports
Out

In

Clients

Ports

Permanent Activities

Reports

Execution Tasks

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

genom_event
codel_s1(port in p1, port out p2, …
         ids in i1, ids out i2, …
         local in l1, local out l2, …)
{ if … {
      while … {
          … 
        } 
    } else { 
      return pause::s1;
    } 
  for ( …, …, …) { … }
  return s2; 
}

C/C++ code

s1

What is the content of the 
formal specifications

All the algorithms are programmed 
in FIACRE

… except the specific user defined  
C/C++ code which is inside a codel  
(abstracted with a WCET (TINA) or 
really executed (Hippo) )

23

}
WCET
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FIACRE implementation

24

All internal algorithms are rewritten  
 as FIACRE/H-FIACRE processes

run

Ports

stop

Activity Services

Internal Data 
Structure

IDS

Requests

Control Task Attribute
and

Function
Services

Ports

Ports
Out

In

Clients

Ports

Permanent Activities

Reports

Execution Tasks

ether

run

ether

⏱

run

run

⏱

void

init

run

pause pause

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Automata

s3

Ports

Internal Data 
Structure

IDS

API
ROS Service call
ROS Action send_goal

ROS 
CallbackQueue

Fiacre
Processes

ROS 
Topics

Ports
Publish

Subscribe

Clients

ROS 
Topics

ether

run

ether

⏱ ⏱

run

ROS 
Node

Fiacre
Processes

run

ether

ether

ether

run

start
codel_start s1

codel_s1

s3
codel_s3

s2
codel_s2

ether

end
codel_end

stop
codel_stop

s1

s2
pause::s1

pause::s1

s3
s3

end

ether

ether

Activity Fiacre Automata

s3

genom_event
codel_s1(port in p1, port out p2, …
         ids in i1, ids out i2, …
         local in l1, local out l2, …)
{ if … {
      while … {
          … 
        } 
    } else { 
      return pause::s1;
    } 
  for ( …, …, …) { … }
  return s2; 
}

C/C++ code

WCET

WCET

But the codels  
remain the  

same
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Minnie Fiacre model
Fiacre model (42000 loc)  
for all the components 

25

Functional Level

RMP440GPS
Task: io aperiodic
Services:
Perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

VELODYNE
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

POTENTIALFIELD

point 
cloud
pcl

odometry
gyro

pose_es

NAVIGATION

target
t3d_pos

POM

pose
pose_es

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

Task: io 
period: 1ms
Services:
Perm, add_me
Task: filter 
period:1ms
Services:
Perm

GPS
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

SetDelay, StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

SetParams*, 
StopTrackTargetPort

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

JOYSTICK
Task: publish 
aperiodic
Services:
Perm, Rename
device_list

joystick
joystick

SAFETYPILOT

Cmd
rb

Task: pilot
period: 50ms
Services:
SpeedMergeAndStopIf
Obstacle

SetParams*, Stop

IMU
Task: Update
period: 10ms
Services:
Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisitionSetParams*

ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

Stop

port name
type

Attribute Service
Function Service (italic)
Activity Service (bold)

pose_es = or_pose_estimator::state
t3d_pos = or::t3d::pos
rb = or_rigid_body::state
pcl
joystick = or_joystick::state

Port:

9 components
9 ports
(13 + 9) tasks (period)
38 activity services (with automata)
41 function services
43 attribute services
170 codels (14k loc) and their WCET
200k loc for all components + libraries



Journée 2RM Robotique Mobile, 2021                                                                                  © Félix Ingrand, LAAS-CNRS  

Minnie Fiacre model
Fiacre model (42000 loc)  
for all the components 

25

Functional Level

RMP440GPS
Task: io aperiodic
Services:
Perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

VELODYNE
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

POTENTIALFIELD

point 
cloud
pcl

odometry
gyro

pose_es

NAVIGATION

target
t3d_pos

POM

pose
pose_es

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

Task: io 
period: 1ms
Services:
Perm, add_me
Task: filter 
period:1ms
Services:
Perm

GPS
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

SetDelay, StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

SetParams*, 
StopTrackTargetPort

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

JOYSTICK
Task: publish 
aperiodic
Services:
Perm, Rename
device_list

joystick
joystick

SAFETYPILOT

Cmd
rb

Task: pilot
period: 50ms
Services:
SpeedMergeAndStopIf
Obstacle

SetParams*, Stop

IMU
Task: Update
period: 10ms
Services:
Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisitionSetParams*

ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

Stop

port name
type

Attribute Service
Function Service (italic)
Activity Service (bold)

pose_es = or_pose_estimator::state
t3d_pos = or::t3d::pos
rb = or_rigid_body::state
pcl
joystick = or_joystick::state

Port:

9 components
9 ports
(13 + 9) tasks (period)
38 activity services (with automata)
41 function services
43 attribute services
170 codels (14k loc) and their WCET
200k loc for all components + libraries
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Verification offline with Fiacre/TINA
✓ Schedulability of execution tasks for each 

module 
- We have in the model specific states to detect task overshoot  
   e.g. ¬(velodyne_scan_overshoot ∨ velodyne_pose_overshoot)

✓ Within rmp440, exclusion of JoystickOn 
and Track 

✓ Worst- Case Response Time (WCRT) to 
stop the robot: 141ms

26

Functional Level

RMP440GPS
Task: io aperiodic
Services:
Perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

VELODYNE
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

POTENTIALFIELD

point 
cloud
pcl

odometry
gyro

pose_es

NAVIGATION

target
t3d_pos

POM

pose
pose_es

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

Task: io 
period: 1ms
Services:
Perm, add_me
Task: filter 
period:1ms
Services:
Perm

GPS
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

SetDelay, StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

SetParams*, 
StopTrackTargetPort

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

JOYSTICK
Task: publish 
aperiodic
Services:
Perm, Rename
device_list

joystick
joystick

SAFETYPILOT

Cmd
rb

Task: pilot
period: 50ms
Services:
SpeedMergeAndStopIf
Obstacle

SetParams*, Stop

IMU
Task: Update
period: 10ms
Services:
Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisitionSetParams*

ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

Stop

port name
type

Attribute Service
Function Service (italic)
Activity Service (bold)

pose_es = or_pose_estimator::state
t3d_pos = or::t3d::pos
rb = or_rigid_body::state
pcl
joystick = or_joystick::state

Port:
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Run Time Verification with  
H‑FIACRE and HIPPO Engine

27

• The H‑FIACRE model of any GenoM component 
can thus be executed by HIPPO 

• codels are called in H-Fiacre tasks 

• external requests (from ROS CallbackQueue or 
pocolibs Mbox) are handled with event ports 

• The GenoM code and algorithms are now 
handled by the H-FIACRE model
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Regular On Line Verification 
with the HIPPO Engine

• The regular H-FIACRE model includes some basic 
verification: 
• Schedulability (period overshoot) 

• WCET overshoot 

• UPR Uninitialized Port Read

28
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Run Time Verification with HIPPO Engine

29

Functional Level

rmp440gps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

port name
type

PotentialField

point 
cloud
pcl

odometry
pose_es

Navigation

target
t3d_pos

POM

pose
pose_es

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
perm

Attribute Service
Function Service
Activity Service

GPS
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

SetParams*, 
StopTrackTargetPort

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

pose_es = or_pose_estimator::state
t3d_pos = or::t3d::pos
rb = or_rigid_body::state
pcl
joystick = or_joystick::state

GenoM Port

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

SafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

IMU

Task: Update
period: 100ms
Services:
Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisition

SetParams*
ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

• Stop if Velodyne point 
cloud is not refreshed for 
more than 200ms
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Functional Level

rmp440gps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

port name
type

PotentialField

point 
cloud
pcl

odometry
pose_es

Navigation

target
t3d_pos

POM

pose
pose_es

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
perm

Attribute Service
Function Service
Activity Service

GPS
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

SetParams*, 
StopTrackTargetPort

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

pose_es = or_pose_estimator::state
t3d_pos = or::t3d::pos
rb = or_rigid_body::state
pcl
joystick = or_joystick::state

GenoM Port

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

SafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

IMU

Task: Update
period: 100ms
Services:
Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisition

SetParams*
ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

rmp440 velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

point 
cloud
pcl

odometry
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

SetDelay, StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

Cmd
rb

Task: acquisition  
aperiodic
Services:
StartAcquisition

HIPPO
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Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

port name
type

PotentialField

point 
cloud
pcl

odometry
pose_es

Navigation

target
t3d_pos

POM

pose
pose_es

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
perm

Attribute Service
Function Service
Activity Service

GPS
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

SetParams*, 
StopTrackTargetPort

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

pose_es = or_pose_estimator::state
t3d_pos = or::t3d::pos
rb = or_rigid_body::state
pcl
joystick = or_joystick::state

GenoM Port

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

SafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

IMU

Task: Update
period: 100ms
Services:
Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisition

SetParams*
ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

point 
cloud
pcl

Cmd
rb

rmp440 velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

point 
cloud
pcl

odometry
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

SetDelay, StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

Cmd
rb

Task: acquisition  
aperiodic
Services:
StartAcquisition

HIPPO
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rmp440gps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk

velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

port name
type

PotentialField

point 
cloud
pcl

odometry
pose_es

Navigation

target
t3d_pos

POM

pose
pose_es

PF
Cmd
rb

Task: plan 
period:100ms
Services:
StartTrackTargetPort

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

Task: io 
period: 10ms
Services:
perm, add_me
Task: filter 
period:10ms
Services:
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Attribute Service
Function Service
Activity Service

GPS
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

SetParams*, 
StopTrackTargetPort

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

pose_es = or_pose_estimator::state
t3d_pos = or::t3d::pos
rb = or_rigid_body::state
pcl
joystick = or_joystick::state

GenoM Port

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

SafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

IMU

Task: Update
period: 100ms
Services:
Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisition

SetParams*
ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

<end, stop>
stopTrack

<start>
trackStart

<track_main>
pumpReference

ether

track_main
pause::track_main

ether

ether
ether

end

end

Track

<start>
GetScansStart

<copy_packet>
GetOneScanCopyPackets

<stamp_packet>
GetOneScanStampPackets

ether

copy_packet

stamp_packet

copy_packet

ether

ether

ether

ether

<end>
GetOneScanEnd

<wait>
GetScansWait

pause::wait

pause::stamp_packet

<build_scan>
GetOneScanBuildScan

build_scan

ether
end

wait

ether

GetScans

point 
cloud
pcl

Cmd
rb

rmp440 velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

point 
cloud
pcl

odometry
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

SetDelay, StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

Cmd
rb

Task: acquisition  
aperiodic
Services:
StartAcquisition

HIPPO
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Task: io aperiodic
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perm, unfix, fix_here, 
send_rtcm, connect, 
disconnect, connect_rtk
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Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD
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PotentialField

point 
cloud
pcl

odometry
pose_es

Navigation

target
t3d_pos

POM

pose
pose_es

PF
Cmd
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Task: plan 
period:100ms
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StartTrackTargetPort

Task: navigate 
period: 200 ms
Services:
GotoPosition
GotoNode

Task: io 
period: 10ms
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perm, add_me
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period:10ms
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Function Service
Activity Service

GPS
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

SetParams*, 
StopTrackTargetPort

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

pose_es = or_pose_estimator::state
t3d_pos = or::t3d::pos
rb = or_rigid_body::state
pcl
joystick = or_joystick::state

GenoM Port

joystick
Task: publish 
aperiodic
Services:
Rename
device_list

joystick
joystick

SafetyPilot

Cmd
rb

Task: pilot
period: 50ms
Services:
StopIfObstacle

SetParams*, Stop

IMU

Task: Update
period: 100ms
Services:
Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisition

SetParams*
ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

<end, stop>
stopTrack

<start>
trackStart

<track_main>
pumpReference

ether

track_main
pause::track_main

ether

ether
ether

end

end

Track

<start>
GetScansStart

<copy_packet>
GetOneScanCopyPackets

<stamp_packet>
GetOneScanStampPackets

ether

copy_packet

stamp_packet

copy_packet

ether

ether

ether

ether

<end>
GetOneScanEnd

<wait>
GetScansWait

pause::wait

pause::stamp_packet

<build_scan>
GetOneScanBuildScan

build_scan

ether
end

wait

ether

GetScans

point 
cloud
pcl

Cmd
rb

rmp440 velodyne
Task: scan
period: 10ms
Services:
Init, GetScans, 
GetOneScan, 
SavePCD

point 
cloud
pcl

odometry
pose_es

Task: pose 
period: 10ms
Services:
StartPoseProcessing, 
SetFixedSensorPose

SetDelay, StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

Task: Motion
period: 50ms
Services:
Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
Services:
Track

set_var_params, 
Stop, log_stop

Cmd
rb

Task: acquisition  
aperiodic
Services:
StartAcquisition

HIPPO
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Task: Motion
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Task: Track
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Track
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rb = or_rigid_body::state
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Cmd
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Task: pilot
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SetParams*, Stop

IMU

Task: Update
period: 100ms
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Measure

IMU
pose_es

Ethernet/UDP

Task: acquisition  
aperiodic
Services:
StartAcquisition

SetParams*
ConnectDevice
Stop

Ethernet/TCPUSB USB

get_reference
set_reference
log, log_stop, log_info

<end, stop>
stopTrack

<start>
trackStart

<track_main>
pumpReference

ether

track_main
pause::track_main

ether

ether
ether

end

end

Track

<start>
GetScansStart

<copy_packet>
GetOneScanCopyPackets

<stamp_packet>
GetOneScanStampPackets

ether

copy_packet

stamp_packet

copy_packet

ether

ether

ether

ether

<end>
GetOneScanEnd

<wait>
GetScansWait

pause::wait
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GetOneScanBuildScan

build_scan
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end

wait
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GetScans
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SetDelay, StopAcquisition, StopGetScans, 
{Setup,Stop}PoseProcessing

Task: Motion
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Perm, Init, 
JoystickOn, 
Gyro

Task: Track
period: 50ms
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Track

set_var_params, 
Stop, log_stop

Cmd
rb

Task: acquisition  
aperiodic
Services:
StartAcquisition

HIPPO



Journée 2RM Robotique Mobile, 2021                                                                                  © Félix Ingrand, LAAS-CNRS  

Run Time Verification with HIPPO

30

Functional Level

rmp440gps

Task: io aperiodic
Services:
perm, unfix, fix_here, 
send_rtcm, connect, 
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get_reference
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log, log_stop, log_info

<end, stop>
stopTrack

<start>
trackStart

<track_main>
pumpReference
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track_main
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end

end

Track
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<build_scan>
GetOneScanBuildScan

build_scan

ether
end

wait

ether

GetScans

point 
cloud
pcl

Cmd
rb
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Video

33https://youtu.be/vXZiW5tOG54
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Take home messages
• GenoM offers a high level specification language… 
• … along a template mechanism 
• to automatically synthesize: 

• components for various MW (e.g. ros-comm, pocolibs) 
• but also their equivalent formal models (e.g. FIACRE) 

• which can be used for offline verification (TINA) 
• and online runtime verification (Hippo) with added formal 

monitor 
• Can be used for others robotic application (e.g. drones)

34
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Software and Papers
Useful links:

GenoM3 https://git.openrobots.org/projects/genom3

Template GenoM3-Pocolibs https://git.openrobots.org/projects/genom3-pocolibs

Template GenoM3-ROS https://git.openrobots.org/projects/genom3-ros

Fiacre http://projects.laas.fr/fiacre/

Tina http://projects.laas.fr/tina/

Hippo https://redmine.laas.fr/projects/genom3-fiacre-template/gollum/hippo

Template GenoM3 Fiacre (ROS et pocolibs) https://redmine.laas.fr/projects/genom3-fiacre-template/gollum/index

Drone experiment https://redmine.laas.fr/projects/drone-v-v/gollum/index
containerized (requires gazebo client on the host): https://hub.docker.com/repository/docker/felixfi/hippodrone 

Expérimentation sur Minnie RMP440 https://redmine.laas.fr/projects/minnie/gollum/fiacre

Paper on V&V in robotic https://hal.laas.fr/hal-02927311

Paper on Fiacre/Hippo/GenoM3 https://hal.laas.fr/hal-03017661
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